Abstract
Introduction
E-commerce has managed to place itself in the society. However, there are many hindrance factors which cause it to fail to reach its full potential. Han and Noh [1] found that several critical failure factors of Ecommerce need to be addressed seriously by the industry to ensure its usage will continue to grow. The findings are mainly on the dissatisfaction of customers, the unstable E-commerce systems, a low level of personal data security, disappointing purchases, unwillingness to provide personal details and mistrust of the technology [5, 6, 8] . This has affected consumers' trust towards online business. Questions that many customers are asking are "who to trust in the cyber space?" and "how to quantify trust?"
From a technology perspective Jøsang [2] formulated a framework which he calls "subjective logic" which is an extension of standard logic and in part probability theory. It is the assessment mechanism that must be used to evaluate the probability associated to the information and the assessment will then be used to assist in the establishment of the requisite trust.
Since the concept of trust is subjective, it creates a number of unique problems that obviates any clear mathematical result. Hence, fuzzy logic is currently being investigated as a possible best fit approach as it takes into account the uncertainties within E-commerce data and like human relationships, trust is often expressed by linguistics terms rather then numerical values.
In [4] , Manchala proposes a model for the measurement of trust variables and the fuzzy verification of E-Commerce transactions. He highlights the fact that trust can be determined by evaluating the factor that influence it, namely risk. He defines the cost of a transaction, transaction history, customer loyalty, indemnity and spending patterns as the trust variables. Each variable is measured using semantic labels. His notation is focused on defining when two trust variables are related by an E-commerce Trust Relationship (ECTR). Using ECTR, a trust matrix is constructed between the two variables and a Trust Zone is established. He also describes a method for trust propagation and the construction of a single trust matrix between vendor and customer that governs the transaction. The problem with Manchala's model is that it is unclear (1) which variables should be used by default for the best results; (2) if it is actually possible for a computer to automatically establish that two variables are related by an ECTR. In his definition, he mentions a semantic relationship between the variables, but neglects to mention how this fact will be specified to the computer so that evaluation can be automated and (3) if ECTR merging will scale in the face of large trust matrices [11] .
To overcome these drawbacks, in this paper we present a novel approach to quantify trust based on Fuzzy Logic. In our trust model: (1) we believe that all variables identified are important when evaluating the vendor's trustworthiness making our system more complete and robust; (2) Because all the variable are related, the implementation of the system caused less problems as we do not have to specify the degree of the relationships between the various variable; (3) The scalability of the system is not an issue for our model, as all variables are used in the evaluation process. The other advantages of our system are its modularity as described in section 3.
The remaining of the paper is organized as follows: section 2 summarizes the trust model. In section 4 we argue why fuzzy logic can be used to evaluate and quantify the trust model. This is followed by the development of the rules in section 5. In section 6 we report the results of the application of the fuzzy system using two case studies. Finally, the conclusions and future development are presented in section 7.
The trust model
The trust model considers the kind of information that is shown to increase customers trust when present on a merchant website. The model identified the following four major factors: Existence, Affiliation, Policy and Fulfillment. Establishing the existence of merchants is an important factor in trusting them. Indeed the customer feels more comfortable when he knows that there is more then just an email behind a merchant's website. The information collected to satisfy the existence factor variable are physical existence such as the merchant's Telephone Number, Fax and Address; mandatory registration and peoples' existence. The affiliation factor variables are third party endorsement, membership and portal. The policy factor variables are the merchant's customer satisfaction policy, privacy statement and warranty policy. Finally, the fulfillment factor variables are delivery methods, methods of payment and community comments. An information extraction system has been developed to support information collection [8] 
Fuzzy logic for the trust model
Two advantages of using fuzzy-logic to quantify trust in E-commerce applications are: (1) Fuzzy inference is capable of quantifying imprecise data and quantifying uncertainty in measuring the trust index of the vendors. For example, in the trust model, the community comments variable in the fulfillment factor has a wide range of values as we may have a small or large number of customers providing positive or negative feedback to the vendor; the number of comments will affect the decision made by the associated evaluation module. (2) Fuzzy inference can deal with variable dependencies in the system by decoupling dependable variables. An example in our trust model is the mandatory registration variable in the existence factor that is dependent on the membership and third party endorsements variables in the affiliation factor. Indeed, if an organisation is a member of an association or endorsed by a third party, we assume that this organisation is fully registered with the required authorities even though the mandatory registration was not found and the value 0 was assigned by the information extraction system. Hence, the value of the output of module 2 will highly depend on the values of the third party endorsement and membership variables of the affiliation factor as these are judged to be more important to the customer then the portal and this output will be used as an input to the first module. The general trust model proposed in this section is composed of 5 modules. Four modules will be used to quantify the trust measure of the 4 factors identified in our trust model and the 5 th module is will be the final decision maker.
The inputs of the first module are the Existence variables and the output of the affiliation module. The inputs for modules 2, 3 and 4 are the Affiliation, Policy and Fulfillment variables respectively. The Finale module is the decision maker and will have as inputs the outputs of the previous four modules. The output of this module is the trust index of the transaction. In our scheme, this trust index is determined by the success rate of all these variables. The trust index increases with the increase of all contributing factors and could decrease if not all these factors are satisfied. In Fig.4 , we plot the variation of the trust index of a resource site enhanced from low to high values. In the fuzzification phase, two membership functions described by the labels Small and High will be used for each variable related to each factor and the output of each module. For the decision maker module, we use three membership functions for the inputs and output. Fuzzy inference is a process to assess the trust index in five steps: (1) Register the initial values of each variable as defined by the information extraction system. (2) Use the membership functions to generate membership degrees for each variable related to each module. (3) Apply the fuzzy rule set defined in each module onto the output space (trust index) through fuzzy 'and' and 'or' operators. (4) Aggregate the outputs from each rule related to each module, and (5) derive the factor index through a defuzzification process using the centroid method. These same steps will be used for the 5 th module to generate the trust index.
The construction of the rules base
The decision to trust or not to trust E-commerce as a shopping medium is up to consumers' evaluation, and their evaluation can be based on many factors such as price, convenience and the information available on the merchant's website like those defined in our model. It is widely accepted that if the economic gain is greater than the risk involved then the transaction is reasonably viable. Based on this assumption, Tao and Thoen [10] formalised the process as: G b =P b L b where G b is the gain entering the E-commerce transaction, P b is the risk that the consumer takes for trusting the Ecommerce merchants and L b is the loss the consumer has to bear when the transaction does not produce the result as expected. Consumers are usually proceeding with the transaction if the potential gain is greater than the potential lost and will be indifferent if both values are equal. Thus one has either to maximize the gain G b or minimize the risk P b . The risk can be minimized by providing all the information required by the customer on the vendor's website. Based on this model, we assume that if a large amount of information is available on a vendor's website and if this information is valid then the vendor can be trusted. The uncertainty is within the partial availability of the information on the merchant's website. In addition, some information is more important then others. For example, in the affiliation factors, third party endorsement and membership have more weight then portal. Similarly, community comments might be more important then payment and delivery methods. Therefore, some inputs will have more weight then others. An example of a rule used in Module 1 is:
If (Physical_existence is Low) and (people_existence is High) and (Mandatory_registration is Low) and (output2 is High) then (existence_index is Average)
Case studies
To illustrate the model developed in this paper, we consider two scenarios. The first scenario is Denimjunkies, a vintage clothing shop selling used collectable items such as jeans, jackets and shirts and the second scenario is Mesh Computers, a company selling PCs and peripherals. The 4 factors of the trust model will be investigated. For each factor, a set of three variables will be considered hence, a total of 12 variables. Thus, in total combining all variables, results in a full factorial design of 212.yielding to a total of 4096 possible combinations for each product. We use only two membership functions to describe each variable for each factor. Given the complexity of the problem, it becomes apparent why we grouped our variables into four factors which are processed by separate modules as defined earlier. This allows us to consider only 8 possible combinations per module. For the final decision module, for more precisions, three membership functions are used low, average and high and this gives a possible total of 81 combinations for the final decision module. Table 1 summarizes the information extracted from the two case studies. Table 2 shows the fuzzification of the extracted values related to each variable. The output of module 2 is also used as an input for module 1. The following are some interpretations of the results. In the first scenario, the information extraction system found two sub-variables (phone number and address) out of a possible three; hence a value of 0.6 is assigned to the physical existence variable, thus after the fuzzification step the degree of membership function of this value is 0.4 for Small and 0.6 for High. The remaining two variables (people existence and mandatory registration) in the existence factor were assigned the membership function 0 (or small) as no information is found to represent them. In the second scenario, all information related to the existence factor was found; thus the degree of membership function of all three existence variables will be 1.
Initially, in the fuzzification step the membership is determined by assessing all terms in the premise after all selected rules are inferred in parallel. The fuzzy operator 'and' is applied to determine the support degree of the rules that are then aggregated. The final trust index for scenario 1 is generated by defuzzifying the aggregation using the centroid method. An example of a rule used to process the final decisions is:
IF Existence_Index is Average and Affiliation Index is Average and Policy_Index is Small and Fulfilment_Index is Small THEN Trust Index is Small. Output 3 A A
Module 1 Existence

Module 2 Affiliation
Module 3 Policy
Module 4 Fulfilment
There are many other fuzzy inference rules that can be designed using various conditional combinations of the fuzzy variables. The final trust index for scenario 2 is 0.95 generated by defuzzifying the aggregation. An example of rule used to process the final decision for scenario 2 is:
IF Existence is High and Affiliation is High and Fulfilment is Average and Policy is Average THEN Trust Index is High.
As shown in Fig. 5 , the variable index increases with the increase of the contributing attributes of each variable with the highest weigh. The final decision for scenario 1 is:
If Existence is Average and Affiliation is Average and Policy is Small and Fulfilment is Small then Trust Index is Low. 
Conclusion and future work
In this paper, we presented a system based on fuzzy logic to support the evaluation and the quantification of trust in E-commerce. Although, the system has addressed many issues that other systems did not such as taking into account the fuzzy nature of trust and using a substantial number of variables, we believe that the system can be improved in many ways.
As stated in many trust models, there are other aspects that contribute to the completion of online transactions. This includes the price, the rarity of the item and the experience of the customer. In order to develop an effective decision support system, future development should include some if not all of these aspects. The price of the item is certainly an important variable as it is shown in many studies that if the price is reasonably low, customers are ready to take the highest risk to purchase the item. Online transactions also depend on customer's experience and personality. Some customers may value some variables more then others. Hence we believe that future systems should allow customers to rank trust variables according to their own perception and experience.
